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Low severity alert: Fancy Bear(Russia)_2201 on
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Fancy Bear(Russia)_2201 was detected by
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Alert details

Title Fancy Bear{Russia)_2201
Severity HEN Low

Category SuspiciousActivity
Source Custom TI

I 2022 5:52 uTe
|

Detection time

Device name

Alert page

View in Microsoft 365 Security Center > t

View in Microsoft Defender for Endpoint >

Incident page
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2 BEkoEE " I f— o 2664 BUF/ER 901491235
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Yy o8 J-tr-tar v o S 2643 TS powersnel
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Heriptiet s .
Source EDR 8 BRI v OB Rt
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View in Microsoft 365 Security Center > S IT-aORRIA
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View in Microsoft Defender for Endpoint >

Incident page

View in Microsoft 365 Security Center >
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B Microsoft 365

Microsoft Defender for Endpoint on

Alert details

Title Suspicious LDAP query
Severity HEN Medium

Category Collection

Source EDR

Detection time March 31, 2022 2:41 UTC

Device name

Alert page

View in Microsoft 365 Security Center >

Security Center

Suspicious LDAP query was detected by

Suspicious LDAP query
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FHE TR
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Security CenterA7OtX

Account information
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o - Suspicious LDAP query
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WindowsServer2019
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N INTEE
r 2022/03/31 , £
s 752: : 3
11:33:48 ¥ [17524] smss.exe 00000368 00000084  Access Protocol)
11:33:49 4 & [28708] winlogon.exe
pt to learn the
e n controller for
11:33:54 ~v L~ # (33604 userinit.exe i
Using this infol ges and access
11:33:55 v @ (3352 explorerexe mportant assets in the organization.
11:34:17 v @ [34508] AdminONEOperationAuthenticator.exe P ]
11:35:07 v & [6616] cmd.exe fc*"C:¥Program Files (xB8)¥ #AutoLogin¥RSAT-dsa-Start.bat"... AVIFIE Incident severity
Multi-stage incident involving HEE F
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Malware incident on one endpoint
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(PMalware was detected in a zip archive file
(ZipZ7—=NATIT7AIVTRIVI T 7 ERBULET 71 IURT)
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AW S
C:¥Users¥xxxxxx¥Downloads¥CNDv2 Module 02 Administrative Network
Security.zip

s J7PI1NE:
CNDv2 Module 02 Administrative Network Security.zip
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WHEEREIE (M365DefenderhSD5IHE)

Collect artifacts and determine scope

*Review the machine timeline for suspicious activities that may have
occurred before and after the time of the alert, and record additional
related artifacts (files, IPs/URLs)
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Script dropped and launched was detected by
Microsoft Defender for Endpoint on

Alert details

Title Script drepped and launched
Severity Medium

Category Execution

Saurce EDR

Detection time I 5o UTC
Device name ]

Alert page

View in Microsoft 365 Security Center >

View in Microsoft Defender for Endpoint >

Incident page

View in Microsoft 365 Security Center >

Script dropped and launched
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—
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Script dropped and launched
(RZUT A POy FEnTESEhELE)

WA~ MRE

- =0 I 0359

- sl 4 1F
(@Script dropped and launched (3 1)

@'Trier unwanted software was detected (1 {%)

- T 2% I
- 2=
- B 7 7 A iz cx i

WisH A~ ERE -
RZUTE7r7AND FOy FTEh, ST/ TR S WABoRah
BHENE L

5@ VBScript 1£, Microsoft Defender T, PCOEEZETET 54 5%,
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fzfiL. SERAMENIZZ 7 A, AT TREREYT A F virusTotal Tig
= [0/69] THBHEH.
BHfloviyrTThaAEREVWEEIoNET,

WIEEZF (M365Defender "5 @35 H) *

A. Validate the alert.

1. Review the alert and check the tool or process that dropped and launched
the script file.

2. Check the device timeline for other suspicious activities.

3. Locate unfamiliar processes in the process tree. Check files for

BRI 2D 272D

prevalenc;
4. Submi
5. ldentif]

haviors.
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« Microsoft Defender for Bussiness

« Microsoft Cloud App Security

« Microsoft 365 Defender

« Microsoft Defender for Office 365

« Microsoft Defender for Identity

« Microsoft Endpoint Manager admin center
« Azure Active Directory
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